WES | English for Ransomware Readiness Briefings

Lesson 3 — Partial Simulation

Session 3 of 8 | Duration: 60 min | Artifact: 2-min walkthrough of the risk scenarios beat

Purpose

Drill the risk scenarios beat — the language-densest segment, where most B1 speakers run into trouble.

Phases

Time Phase Trainer does

0:00-0:05 Warm-up Revisit the five-beat structure on
screen. Show the language bank
from L2.

0:05-0:20 Brief the segment Hand out the L4 customer profile
(preview below). Today learners do
only the risk scenarios beat — 2
minutes.

0:20-0:35 Planning Each learner notes their 2-3 attack
scenarios and the matching current
recovery position. Language bank
visible. Each scenario must be paired
with a recovery outcome — never
named alone.

0:35-0:55 Performance Each learner records a 2-min risk
scenarios beat for the same
customer.

0:55-1:00 Close One observation on language:
where the scenario-recovery pairing
held; where it broke. Save
recordings.

Scripted teacher language

“You’re not doing the full briefing today. Only the risk scenarios. 2 minutes.”

“Every scenario gets a recovery position. Never name a scenario alone. “There’s a risk of encryption” is
not enough — pair it with “if that happens, the current recovery position is X, with expected downtime
Y‘HN

“Language bank stays visible. Use the phrases.”

Customer — risk scenarios beat only

Customer preview: Aurum Manufacturing — global manufacturer of precision components, 14,000
employees across 8 countries. The CISO requested a readiness review three weeks after a publicly-disclosed
competitor breach. The estate is mixed VMware on-prem (manufacturing execution systems, SAP ECC),
Hyper-V in two regional datacenters, and AWS for analytics workloads. Backups go to two separate
repositories but neither is immutable. Edge sites (12 plants) back up locally with 7-day retention.

The segment: Walk through the risk scenarios beat only. 2 minutes. Name the top 2-3 attack scenarios. Pair
each with the customer’s current recovery position and expected downtime.

Prepared for Veeam — Solutions Architects cohort. Not licensed for reuse or redistribution.



WES | English for Ransomware Readiness Briefings
Between-session work

No homework. The full L4 customer profile will be handed out next session for fresh reading.

Artifact

2-min recording per learner, risk scenarios beat only. Save as
Veeam_[Region]_[LearnerID]_RansomwareBriefing_L3_YYYY-MM-DD.
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